Educational Psychology Service – Privacy notice: Young people aged 12 to 16
(DETAILED GUIDANCE)
Who is the privacy notice for?
Young people aged 12 to 16 who are deemed to be ‘Gillick competent’ (i.e., young people who have
sufficient understanding and fully comprehend what is involved in a proposed service, such as the
involvement of the Educational Psychology Service [EPS]; see https://www.cqc.org.uk/guidanceproviders/gps/nigels-surgery-8-gillick-competency-fraser-guidelines).
Privacy notice and data protection law
This privacy notice has been written in accordance with the General Data Protection Regulation
(GDPR) and the Data Protection Act (2018), and with reference to guidance published by the
Information Commissioner’s Office (ICO) and the Department for Education. For more information,
see the Bright Futures Educational Trust (BFET) Data Privacy Policy at http://bfet.co.uk/bfetpolicies/.
Personal data
Personal data is ‘data from which a person can be identified or is identifiable along with other data
that is being processed’ (e.g., name; address; contact number; assigned numbering and codes; IT
log-in data; social and economic information/ opinions). In order for the BFET EPS to effectively
support you, we need to process personal data relating to you and your family, including the
following special categories of personal data:




Race/ ethnic origin
Religion
Physical/ mental health

If it is relevant and necessary, we may also need to process information about criminal convictions,
offences, allegations of criminal convictions and/ or offences, details of criminal proceedings and any
determinations made at their conclusion related to you and your family. We will ensure the
processing of such data is in accordance with the data protection principles set out in the GDPR and
will follow BFET’s retention policy for this type of information, retaining it as and when necessary for
periods in which we are required to do so. When the need to retain the information has ended,
steps will be taken to erase the information.
We will process personal data by liaising/ meeting with yourselves and, if permitted, your parent(s)/
carer(s)/ Social Worker with parental responsibility (i.e., if you are a Looked After Child [LAC]), school
staff and any other services involved with you/ your family, and by carrying out assessment work
with you.
The lawful basis by which we process personal data is ‘for compliance with a legal obligation’ (i.e.,
legal obligation) and ‘for the performance of a task carried out in the public interest’ (i.e., public
task), as detailed within the Special Educational Needs Code of Practice (SENDCoP; 2015) and Part 3
of the Children and Families Act (2014). We may also rely on your consent to process personal data
in certain circumstances which will be explained at the time that consent is sought.
The primary condition that we rely upon to process special categories of personal data and criminal
data (where relevant) is ‘for reasons of substantial public interest’ (i.e., substantial public interest).

The Data Protection Act 2018 provides further conditions when relying upon substantial public
interest as the lawful basis for processing. The relevant conditions for our service are as follows:





Statutory purpose - when a law or statutory guidance places an obligation on us to process
information
Preventing or detecting unlawful acts - in the event the information we collect relates to an
alleged criminal offence or from intervening when information indicates that a child is at risk
of harm
Safeguarding of children and of individuals at risk when consent cannot be given by the child
or individual

On some occasions, we may need to process special categories of personal data and criminal data
(where relevant) with the individual’s explicit consent. On such occasions, we will ensure that the
individual is informed of the reasons why we need to process this data, how it will be used and who
it may be shared with before we seek consent.
Data security
Personal data in paper form (e.g., file notes; assessment records) will be stored in locked cabinets/
cupboards/ drawers within our locked office that has restricted access. Personal data in electronic
form (e.g., scans of paper documents; word processed documents) will be stored on our central
computer system or encrypted and password protected storage devices. Personal data is only
carried off-site when needed (e.g., when transporting documentation from a BFET school to our
office; when attending a meeting about you) and steps are taken to ensure that the data is kept safe
and secure. Access is limited to authorised members of staff.
Data retention
As the SENDCoP (2015) covers the newborn to 25 age range, we will retain your personal data until
you are 26-years-old, at which point all documentation will be permanently deleted unless it is
required to comply with any legal obligation applied to BFET, live investigation or Court/ Tribunal
proceedings.
Sharing personal data with third parties
We routinely share personal data with third party controllers (i.e., organisations subject to the same
obligations under data protection law as BFET), including Local Authorities (e.g., Statutory
Assessment Teams; Social Services), the NHS (e.g., CAMHS/ Healthy Young Minds), alternative
provisions (e.g., PRUs) and other schools (e.g., after you leave a BFET school). We will not share
personal data relating to you and your family without your consent unless the law/ our policies allow
us to do so (e.g., when meeting with multiple agencies as a team around you).
Individuals’ rights
Data protection law provides individuals with various rights over their data, subject to some
exemptions. Individuals have the following rights:




To access their personal data being processed by BFET
To object to the processing of personal data that is likely to cause, or is causing, damage or
distress
To object to decisions being taken by automated means




To, in certain circumstances, have inaccurate personal data rectified, blocked, erased or
destroyed
To seek redress, either through the ICO or the Courts

Given your age and that you are deemed to be Gillick competent, you can exercise your right to
request access to information that BFET holds about you by writing to BFET’s Data Protection Officer
(see Data Privacy Policy). Individuals seeking to exercise any of the above rights over their data
should also contact BFET’s Data Protection Officer in the same way.
Please note that in certain circumstances, requested information may have to be withheld when
there is a risk that it may cause serious harm to the physical and/ or mental state of the individual to
whom the information relates or another individual.
Queries or concerns about personal data
If you have a query, concern or complaint about the way was are collecting or using your personal
data, you should raise your concern with BFET in the first instance. If you are not satisfied with
BFET’s response to your query/ concern/ complaint, you may contact the ICO directly. For more
information, please visit the ICO website at https://ico.org.uk/.
Gillick competence and consenting to services
As you are deemed to be Gillick competent, you have precedence over your parent(s)/ carer(s)/
Social Worker with parental responsibility (i.e., if you are a LAC) in terms of whether you become
involved with the EPS.
For example, if you consented to become involved with the EPS but your parent(s)/ carer(s)/ Social
Worker did not, we would proceed to work with you. Likewise, if you did not consent to become
involved with the EPS but your parent(s)/ carer(s)/ Social Worker did, we would not proceed to work
with you.
Of course, the above is for illustration purposes only and we hope that both you and your parent(s)/
carer(s)/ Social Worker will consent to become involved with the EPS as joint and collaborative
working is always most effective.

